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1. INTRODUCTION: 

Security is something that must be applied to prevent others from committing a crime [1]. Computer security is a 

precautionary measure against attacks by computer or network users who do not want to be held responsible. Computer 

security is related to self-prevention and also the detection of intruder actions that are not recognized in computer 

systems [2].  In sending data, many things must be considered. One of the ways that data is transmitted is safe from data 

theft. Not only theft, data modification often occurs so that the authenticity of the data is not guaranteed. Prevention 

technique is needed to secure data. Cryptography is the solution to the problems that occur. Many cryptographic 

techniques can be done in maintaining data from crime [3]. The Gronsfeld method is one of the cryptographic techniques 

that can be used to avoid data theft. The Gronsfeld algorithm is straightforward to implement. This algorithm has a key 

in the form of a numeric number that has an unlimited length. Keys can be created as long as the plaintext will be tested. 

The longer the key, the higher the level of security [4]–[7]. A key that is shorter than the plaintext will be repeated 

continuously until it reaches the length of the plaintext. The use of this method is expected to increase the level of 

security on global networks [8].  

 

2. THEORIES: 

2.1 Aspects of Computer Security 

Computers will be unsafe if they are connected to a global network, especially the internet [9]. The sites visited 

sometimes have viruses, malware or the like that can steal personal data from a computer and then send it to people who 

install the device. Computer security is essential to avoid data theft. The essence of computer security is to protect the 

computer and its network with the aim of securing the information inside [10]. Computer security itself includes several 

aspects, such as: 

 

 Privacy is something that is confidential. The point is prevention so that unauthorized people do not access the 

information. Prevention is possible is to use encryption technology, so only the information owner can find out 

the real information. 

 Confidentiality is data that is given to other parties for special purposes but is still maintained in its distribution. 

It will be seen when asked to prove someone's crime, whether the information holder will give information to 

the person who requested it or maintain the client. 

 Integrity, the emphasis is that information must not be changed except by the owner of the information. 

Sometimes the encrypted data is not maintained by integrity because there is a possibility that the ciphertext of 

encryption will change. 
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 Authentication is done when the user is logged in using the username and password, whether it is suitable or 

not if it is accepted and will not be rejected. It is usually related to one's access rights, whether he is a legitimate 

accessor or not. 

 Availability, this aspect relates to whether a data is available when needed. If a data or information is too tight, 

security will make it difficult to access the data. Besides that, slow access also prevents the full availability. The 

attack that is often carried out on this aspect is a denial of service (DoS), which is a service failure when there 

is a data request so that the computer cannot service it. Another example of this denial of service is sending an 

excessive request that causes the computer to no longer be able to accommodate the load, and finally, the 

computer goes down. 

 

2.2 Cryptography 

Cryptography was originally from Greek. This word consists of two syllables, namely "Crypto" and "Graphia." 

Crypto means hiding [11]. Graphia means writing. Cryptography is the science of learning word techniques using 

mathematics [12]. It aims to protect data from several aspects of information security such as data confidentiality, data 

validity, data integrity, and data authentication. However, not all aspects of information security can be solved by 

cryptography. Cryptography can also be interpreted as science or art to maintain the security of messages [13]. 

Cryptography has four main components such as: 

 

1. A Plaintext is a message that can be read. 

2. A Ciphertext is a random message that cannot be read. 

3. A Key is a key to performing cryptographic techniques (symmetric and asymmetric). 

4. An algorithm is a method to do encryption and decryption. 

 

Then, the process of manipulating information includes two fundamental cryptography processes such as [14]: 

 

1. Encryption 

2. Decryption  

 

2.3 Gronsfeld Cipher 

Gronsfeld Cipher is a cryptography method that works like a Vigenere Cipher. Gronsfeld Cipher uses keys from 

decimal numbers instead of letters, but sometimes it can uses ASCII as the key substitustion. The key will be repeated 

periodically with the intention that each plaintext has a key. It has the same length as plaintext. When the user enters a 

key that is smaller in length than plaintext, the key will automatically be repeated from the beginning for the next 

plaintext [15]. 

 

There are two models of use of characters in the Gronsfeld algorithm. This algorithm can use 256 ASCII 

characters or use only 26 alphabetical characters. The following equations are the formulas used to implement the 

Gronsfeld algorithm. 

 

Encryption:  

𝐸 (𝑥)  =  (𝑃 (𝑥)  +  𝐾 (𝑥)) 𝑚𝑜𝑑 26 

 
𝐸 (𝑥)  =  (𝑃 (𝑥)  +  𝐾 (𝑥)) 𝑚𝑜𝑑 256 

 

Decryption:  

𝐷 (𝑥)  =  (𝑃 (𝑥)  −  𝐾 (𝑥)) 𝑚𝑜𝑑 26 

 
𝐷 (𝑥)  =  (𝑃 (𝑥)  −  𝐾 (𝑥)) 𝑚𝑜𝑑 256 

 

In performing the text encryption process, specify the plaintext to be encrypted and then change it in 

capital/uppercase form if necessary. Determine the key in the form of numbers. If the key length is not the same as the 

length of the plaintext, then the key is repeated periodically so that the number of key characters is the same as the 

number of plaintexts. The plaintext will be changed to decimal. The ASCII code will be added with a decimal value to 

the key. The result of the sum if it exceeds 256 will experience a modulo process. The final result is changed back to 

the character form [16]. 
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Table 1. Gronsfeld map  

 

  A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

0 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z 

1 B C D E F G H I J K L M N O P Q R S T U V W X Y Z A 

2 C D E F G H I J K L M N O P Q R S T U V W X Y Z A B 

3 D E F G H I J K L M N O P Q R S T U V W X Y Z A B C 

4 E F G H I J K L M N O P Q R S T U V W X Y Z A B C D 

5 F G H I J K L M N O P Q R S T U V W X Y Z A B C D E 

6 G H I J K L M N O P Q R S T U V W X Y Z A B C D E F 

7 H I J K L M N O P Q R S T U V W X Y Z A B C D E F G 

8 I J K L M N O P Q R S T U V W X Y Z A B C D E F G H 

9 J K L M N O P Q R S T U V W X Y Z A B C D E F G H I 

 

Table 1 is an example of a Gronsfeld password containing the alphabet written in 10 lines. Each row is shifted one 

sequence to the left of the previous row. The result will form ten possibilities. Each letter is encoded using different 

lines, according to the key number that is repeated. 

 

3. RESULT AND DISCUSSION: 

This section explains the Gronsfeld algorithm testing. This algorithm is one of the classic cryptographic algorithms 

that use symmetrical keys. This method is straightforward to implement because this algorithm has an easy calculation. 

Even though the key is simple, this algorithm has a high complexity to solve if using a long key because the key loop is 

unpredictable in which part. The following is an illustration of the Gronsfeld algorithm calculation. 

 

Plaintext = UNIVERISTY 

Key =  

 

K1 K2 K3 K4 K5 K6 

1 2 3 4 5 6 

 

Plaintext ASCII =  

 

P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 

U N I V E R S I T Y 

85 78 73 86 69 82 83 73 84 89 

 

3.1 Encryption

C1 = P1 + K1 

 = 85 + 1 

 = 86 

 

C2 = P2 + K2 

 = 78 + 2 

 = 80 

 

C3  P3 + K3 

 = 73 + 3 

 = 76 

 
C4 = P4 + K4 

 = 86 + 4 

 = 90 

 

C5 = P5 + K5 

 = 69 + 5 

 = 74 

 
C6 = P6 + K6 

 = 82 + 6 

 = 88 

 

C7 = P7 + K1 

 = 83 + 1 

 = 84 

 
C8 = P8 + K2 

 = 73 + 2 
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 = 75 

 
C9 = P9 + K3 

 = 84 + 3 

 = 87 

 
C10 = P10 + K4 

 = 89 + 4 

 = 93 

 

Ciphertext = VPLZJXTKW] 

 

Table 2. Encryption  result 

 

P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 

U N I V E R S I T Y 

85 78 73 86 69 82 83 73 84 89 

K1 K2 K3 K4 K5 K6 K1 K2 K3 K4 

1 2 3 4 5 6 1 2 3 4 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

86 80 76 90 74 88 84 75 87 93 

V P L Z J X T K W ] 

 

3.2 Decryption 

P1 = C1 - K1 

 = 86 - 1 

 = 85 

 

P2 = C2 - K2 

 = 80 - 2 

 = 78 

 

P3  C3 - K3 

 = 76 - 3 

 = 73 

 
P4 = C4 - K4 

 = 90 - 4 

 = 86 

 

P5 = C5 - K5 

 = 74 - 5 

 = 69 

P6 = C6 - K6 

 = 88 - 6 

 = 82 

 

P7 = C7 - K1 

 = 84 - 1 

 = 83 

 
P8 = C8 - K2 

 = 75 - 2 

 = 73 

 
P9 = C9 - K3 

 = 87 - 3 

 = 84 

 
P10 = C10 - K4 

 = 93 – 4 

 = 89

 

Plaintext = UNIVERISTY 

 

Table 3. Decryption result 

 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

V P L Z J X T K W ] 

86 80 76 90 74 88 84 75 87 93 

K1 K2 K3 K4 K5 K6 K1 K2 K3 K4 

1 2 3 4 5 6 1 2 3 4 

P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 

85 78 73 86 69 82 83 73 84 89 

U N I V E R S I T Y 
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Table 2 is the result of the Gronsfeld Cipher calculation. Table 3 is the result of the decryption. The calculation results 

show there are no errors in mathematical calculations in both algorithm processes. 

 

4. CONCLUSION: 

Gronsfeld Cipher is a development of Vigenere Cipher. Gronsfeld Cipher is named after its inventor such as Johann 

Franz Graf Gronsfeld-Bronkhorst. He was the imperial commander in the Bavarian national revolt of 1705-1706. 

Gronsfeld is identical to Vigenere Cipher, but the difference is that this cipher key uses numbers while Vigenere uses 

the alphabet. The advantage of Gronsfeld Cipher is that the key is not a word, but the weakness of the cipher is the same 

as that of Vigenere such as the key can be rotated to produce plaintext. The power of Gronsfeld Cipher is on a long key. 

This algorithm is straightforward to implement and has a high speed. 
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