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1. INTRODUCTION: 

Information security is one of the important 

issues in the present information age where information 

is being disseminated from one place to other at a rapid 

rate [1]. A number of optical image encryption systems 

have been proposed in the literature for the same [1, 3]. 

Out of the various techniques proposed for image 

encryption [1–3], double random phase encoding [3] is 

the most well-known technique. This technique uses two 

statistically independent random phase masks in the input 

and the Fourier planes to encrypt the input image into a 

stationary white-noise. An extension of this technique to 

the fractional Fourier domains has also been presented in 

[6–9].  

       In this paper we evaluate the difference random 

phase masks using chaotic functions for channel 

encryption of the colored images. A brief review of the 

FRT and chaos functions is discussed in next section. 

The discussion of the image encryption using several 

random phase masks and the simulation results are 

presented in section III and IV respectively. Conclusions 

are presented in the last section V.  

 

2. REVIEW OF PREVIOUS WORK: 

 

1. The FRT and Chaos function 

 

ƒ p (xp) =F p{ƒ(x)}( xp)=∫ ƒ(x)Kp(x, xp) dx where 

the kernel is given by: 

K p (x, xp) =
exp[ ( / 4 / 2)]

sin

i  



 
exp [i (x2 cot ф 

                 -2 x xp csc ф +x2 cot ф)],        0< |p| <2, 

 

             = δ(x - xp),                                     p=0, 

       

 

  

              = δ(x + xp),                                     p= 2 

Here ф=p (/2), θ=sgn (sin ф) and p is the order of the 

FRT. The symbol Fp expresses the FRT of order ‘p’, x 

and xp are the    coordinates in the input domain and 

output pth fractional domain, respectively. For p=1, the 

FRT is equivalent to the ordinary Fourier transform. The 

fourth order of the FRT is equivalent to the original 

function. The FRT is a linear transform. The FRT is 

additive in indices, i.e. 

 

                           Fp1 {Fp2 {ƒ(x)} =Fp1+p2 {ƒ(x)} 

 

  Chaos functions have also been used mainly to develop 

the random phase masks for phases encrypt of color 

images [ ]. These functions generate iterative values 

which are completely random in nature but limited 

between bounds.  

 

2. Double random Fourier plane encoding [10] 

 

       Let (x, y) denote the space coordinates, and (u, v) the 

coordinates in the Fourier domain as shown in Fig. 1a. 

The real-valued function ƒ(x, y) denotes the original two 

dimensional images to be encrypted, n denotes the index 

of primary color components (n = 0, 1, 2) i.e. ƒ0(x, y), 

ƒ1(x, y) and ƒ2(x, y) correspond to red, green, and blue 

color components respectively. The above three 

components are multiplied by a random phase mask 

Ф1(x, y) and is subsequently Fourier transformed. In the 

next step, the Fourier transformed data is multiplied with 

another phase mask Ф2 (u, v), which is statistically 

independent of Ф1(x, y). Random phase masks are 

generated by chaos functions. Fourier transform is then 

performed on this image to obtain the encrypted image. 

         During the decryption process shown in Fig. 1b, the 

encrypted image is inverse Fourier transformed and 

multiplied with complex conjugate of Ф2 (u, v). The 

image thus obtained is inverse Fourier transformed and 

consequence again multiplies with complex conjugate of 

Ф1 (x, y) to get the decrypted image. The two random 
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phase masks used for encryption acts as keys for the data 

security and decryption. 

 

3. Double random Fractional Fourier plane encoding [10] 

This method may be regarded as a generalization 

of the previous method in the sense that the input, 

random phase mask, encryption and the output planes are 

related to each other by FRT. This technique establishes 

to be more secure as compared to its Fourier counterpart, 

because one needs to know the fractional orders relating 

the input-, encryption and output-planes in addition to the 

random phase mask.  

 
Fig.1 a 

 

3. PRESENT WORK: 

In the present work, different random phase 

masks have been evaluated with reference to the method 

discussed in the subsection 2.3 For the two-dimensional 

chaos function, two seed values are required to generate 

the random phase mask. The FRT with different 

fractional orders along each spatial coordinate is 

performed for all the three color components i.e. (arx , ary) 

for red, (agx, agy) for green, and (abx, aby) for blue 

respectively as shown in Fig 1.a. The transformed 

primary color images are then multiplied with three 

phase masks Φ2 (u, v) in the fractional domain, where u 

and v denote the coordinates in the respective fractional 

domain. In the final step, these three encrypted images 

are combined to get the colored encrypted image e(x, y). 

The presented technique involves 16 input parameters in 

all, including 12 different fractional orders and four seeds 

values for two random independent phase masks which 

can be considered as keys for decryption. Improper 

selection of any of these parameters during decryption 

fetches negative results. 

Fig. 1 b 

 

           The decryption process is described in Fig.1 b. 

The encrypted image is first decomposed into three 

primary colors masks Φ*
2 (u, v) in the fractional domain 

where ‘*’denotes complex conjugate. Finally these three 

images are combined to get the decrypted image. 

 

4. RESULTS AND DISCUSSION: 

Comparison of different random phase masks 

using chaotic functions have been performed on 

MATLAB and the MSEs are obtained. 

 
Fig.2a 

 
Fig.2b

 
Fig. 2c. Color images has to encrypted 

 

Chaos functions used in the simulations are as follows: 

a. xn+1  = a . x n. mod 1 

                yn+1  = a . yn. cos (4 xn). 

        This is bounded for 0 ≤ a ≤ 2 and 0 ≤ b ≤ 1 with ‘x0’ 

as      

        the initial value.  

        b.   xn+1  = a . x n. mod 1 

              yn+1  =  a . yn. sin (4 xn) 

       c.    xn+1 = 4. x n . (1- x n) 

              yn+1  =  ( 2 - y n
2 ) 

       d.     xn+1 = 4. x n . (1- x n2) 

              yn+1  =  ( 2 - yn
3 ) 

       e.    xn+1 = 4. x n . (1- yn
3) 

              yn+1  =  ( 2 - yn
4 ) 

 

Fig 3. Shows decrypted color images with random phase 

at (b) mask and FRT orders (.1, 1.9), (.2, 1.8), (.3, 1.7) 

for red, green, blue channels respectively and the 

corresponding MSEs are (784.1942, 280.4309, 

6.3023e+003), (336.6144, 646.3686, 6.9029e+003), 

(992.2804, 1.2312e+003, 2.9889e+003) with FRT orders 

(0.1, 1.9), (0.2, 1.8), (0.3, 1.7) for red, green, blue 
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channels respectively for all three images i.e.,  peppers 

football, greens respectively. 

 

 
Fig.3a 

 

 
Fig.3b 

 

 
Fig .3c  Original color image on Receiver with FRT(b) 

 

Fig. 4 shows similar results using random phase 

mask (c)  and FRT orders (0.1, 1.9), (0.2, 1.8), (0.3, 1.7) 

for red, green, blue channels respectively and the MSEs 

are (593.3102, 158.9205, 4.3023e+003), (296.4202, 

219.2870, 8.2424e+003) (4.3755e+003, 566.8170, 

4.7596e+003) for peppers, football, greens respectively.  

 

 
Fig.4a 

 

 
Fig.4b 

 

  Fig. 4c Original color image on Receiver with FRT(c) 

 

Fig. 5 shows similar results using  random phase 

mask (d)  for FRT orders (.1, 1.9), (.2, 1.8), (.3, 1.7) for 

red, green, blue channels respectively and MSEs are 

(487.0846, 129.2242, 4.3771e+003), (252.4211, 

184.8263, 8.3264e+003), (534.0363, 544.2486, 

4.8176e+003) for peppers football, greens respectively. 

  

 
Fig.5a 

 

 
Fig.5b 
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Fig.5c Original color image on Receiver with FRT(d) 

 

Fig. 6 shows similar results with random phase 

mask (e) and FRT orders (.1, 1.9), (.2, 1.8), (.3, 1.7) for 

red, green, blue channels respectively and the MSEs are 

(394.4273, 104.1323, 4.4407e+003), (211.5072, 

154.9592, 8.4022e+003), (503.5351, 512.9515, 

4.8723e+003) for peppers, football, greens respectively.  

 

 
Fig. 6a 

 

 
Fig. 6b 

 

 
Fig. 6c Original color image on Receiver with FRT(e) 

 

 

 
Fig.7. MSE vs. fractional orders of FRT for red, green 

and blue color channels. 

 

The MSEs using the chaos phase mask (a) for all 

three color images are found to be (456.9932, 270.5058, 

4.0572e+00), (222.9313, 401.5761, 7.0384e+003) 

(813.8844, 1.0634e+003, 4.2100e+003). On comparison 

with this MSEs with MSEs corresponding to previous 

random phase masks, it is observed that the random 

phase (e) is more superior to chaos phase mask due to 

lesser MSEs of all thee channels for all color images. It 

can be observed that the encrypted colored image is fully 

secured against unauthorized access only when fractional 

orders in all the three channels are incorrect. The 

performance of the presented technique has been 

numerically evaluated. In order to quantitatively evaluate 

the effect caused by the deviation of different fractional 

orders, the MSE between the input image and the output 

image is defined as: 

MSE(I1,I2)=
1

NxN 1 1

N N

i j 

   |( I2 ( i , j)- I1 ( i , j)|2 

The MSE between the decrypted image and the 

original image is calculated with respect to variation in 

only one fractional order across all the three channels and 

is plotted in Fig. 7. For all the three channels, the MSE is 

calculated between the respective color channels of the 

original image and the decrypted image. It is also 

observed that, the error in the fractional order of 0.02 will 

protect the data when the fractional orders are used as a 

key 

 

5. CONCLUSIONS: 

We have compared different random phase masks 

with chaotic phase mask in the present work. It is 

observed that random phase mask which is defined as in 

(e) is superior to chaotic phase mask because MSEs of all 

three channels corresponding to the color images 

considered here.  
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