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1.  INTRODUCTION: 

Facial Recognition: A Quick Overview 
 Modern facial recognition is a revolutionary technology that is able to detect human faces in images, videos, 

and other widely consumable media. Industry leaders in the facial recognition services field, build computer vision 

applications and services, powered by machine learning and artificial intelligence. Today, facial recognition systems 

have the ability to predict ethnicity, gender, age, among other factors. Some systems even label faces with highly 

subjective values, such as beauty scores.  

 

Facial Recognition Services: Industry Practices 

 Companies rely on the use of machine learning algorithms to train artificial intelligence models. As such, they 

require large datasets of faces to train, optimize, and evaluate their artificial intelligence models. Thus, naturally, if these 

systems are trained with inadequate data, they will produce inaccurate and biased results. We consider “inadequate” 

data as data that favors a certain group with similar features or weights one group with higher priority/importance than 

another in training. Most simply, bias can arise when a certain group is overrepresented or underrepresented in a dataset 

(Cowgill et al., 2020). A model that has been trained on a group that is overrepresented in a dataset, will perform vastly 

better and make more accurate predictions on that group, than on an underrepresented group in the training data.  

 Facial recognition services are used to confirm identity, aid missing persons investigations, and identify and 

track criminals. Outside the focus of this study, facial recognition services are also used in the biocryptography, 

education, and entertainment sectors. Facial recognition services have been used to apprehend and track criminals 

(Choraś, 2007). Real-time criminal surveillance systems, running on consumer mobile devices have been proposed in 

the past (Elrefaei, 2017). The vast implications of this technology compel us to consider the risks that come with such 

a novel technology, that can easily misidentify faces and fails to prove, without reasonable doubt, a match in identity 

between a criminal and suspect in question. Questions about the ethical considerations and implications of a technology 

are important to ask (King et al, 2019). When Facebook, for instance, launched a new feature that used facial recognition 

to tag people in images, it generated much controversy for failing to adequately announce and inform users (Buckley 

and Hunter, 2011). Should these technologies be considered in a court of law? What are the guidelines for the use of AI 

facial recognition models on the general public (Hayashi and Wakabayashi, 2017)? 

Abstract:   The objective of this study is to assess the extent to which bias is present, if any, in facial 

recognition services offered by FacePlusPlus, Google Cloud, and Microsoft Azure. This study assesses 

the selected services across eight different South Asian regions: Kashmir (North), Ladakh (North), 

Punjab (North), Rajasthan (Northwest), Jharkhand (East), Telangana (South), Tamil Nadu (Deep 

South), and Gujarat (West). Our results reveal interesting and concerning patterns between 

characteristics of regions, and final accuracy scores. FacePlusPlus had unevenly distributed beauty 

scores, with a range of approximately 9.49, was more likely to correctly identify the gender of males, 

and severely struggled to accurately detect the gender and faces of groups with heavy facial hair, such 

as males in the Punjab (North) region. Microsoft Azure was more likely to accurately predict the gender 

and face of females, and struggled the most (out of all three services) with groups that had heavy facial 

hair, with a gender detection accuracy of just 63% for the Punjab (North) region. Finally, Google Cloud 

performed phenomenally, with facial detection accuracy percentages higher than 90% across all eight 

regions and genders. The results reveal disturbing biases present in the FacePlusPlus and Microsoft 

Azure facial recognition/detection services, that should be addressed to maintain ethical integrity. 
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Facial Recognition Bias: A Quick Look 

 Take for example a hypothetical situation, in which a machine learning model is trained on a dataset with 10,000 

images. If 8,000 of these images are of males, and the final 2,000 of these images are of females, we can expect our 

model to show bias by gender. As the model has seen more examples of male subjects, when our model sees an unknown 

image, it may be more likely to classify the subject in that image to be a male. Additionally, if our model has been 

trained to predict more features, such as age and emotion, its predictions for these parameters may be less accurate on 

testing data with female subjects, as it has seen less examples of this group. 

 

2.  SERVICES : 

Selection Criteria 

 Services to be analyzed and scrutinized throughout this research were chosen for a multitude of reasons, which 

can be simplified to just two criteria. Firstly, we want to include companies that offer facial recognition services in 

domestic, as well as foreign markets. Secondly, companies must have a substantial reputation in their respective fields 

and offer a developer API. This criteria is in place so their services can be thoroughly assessed. 

 

FacePlusPlus 

 FacePlusPlus is the first service selected for this research. FacePlusPlus is a China based company, valued in 

the billions (“Face Detection - Face++ Cognitive Services,” 2021). It is a dominant leader in the Asian/Chinese market, 

with one of the largest (Jacobs and Ralph, 2018). FacePlusPlus offers many computer vision services, some of which 

include human body recognition, text recognition, and image enhancing. Moreover, the company’s facial recognition 

services offer novel features such as predicted beauty score, among other conventional features such as age, gender, 

ethnicity, and emotion detection. 

 

Microsoft Azure 

 Microsoft Azure is a popular cloud computing service offered by Microsoft, serving millions of customers. 

Microsoft Azure offers its “Azure Cognitive Services” which consist of high quality AI models as web APIs. Azure’s 

Face API contains conventional features like the ability to label face pose, facial hair, and gender. Microsoft invests 

over $1B yearly on development and cybersecurity research of its services and employs thousands of security experts 

to ensure the integrity of its platform (“Facial Recognition | Microsoft Azure,” 2021). It is an industry leader in the cloud 

computing field. 

 

Google Cloud 

 Google Cloud is an industry leading cloud computing service offered by Google, serving millions of customers. 

Google Cloud offers its “Cloud Vision API” which provides a facial detection service with traditional features such as 

face pose, bounding boxes, and critical points on the face. Additionally, the service offers the ability to predict emotion 

(“Detect Faces  |  Cloud Vision API  |  Google Cloud,” 2021). More interestingly, Google Cloud is the only service that 

doesn’t predict gender. Google has decided to leave gender labels out of their service to reduce the chances of “unfair 

biases,” recognizing that “male” and “female” labels don’t apply to everyone (Lyons, 2020). For this, among other 

reasons, Google Cloud’s Cloud Vision API is seen as one of the most progressive services in the market.  

 

3.   PROCEDURE : 

Data Collection 

 To evaluate the three services in question, we compiled a dataset of faces. The dataset was organized and 

numbered by regions: 1_north _kashmir, 2_north_ladakh, 3_north_punjab, 4_northwest_rajasthan, 5_east_jharkhand, 

6_south_telangana, 7_deepsouth_tamil_nadu, 8_west_gujrat. These regions were selected to maximize variance in the 

dataset. Faces in each different regional group have unique skin tones and facial features (Zhuang et al, 2010). For each 

region, 100 male and 100 female faces were selected. In total 1600 image files with 1600 faces were compiled into a 

dataset used in the study. 

 

Script Overview: Nameformat 

 To keep our dataset organized and ensure that every face/image is trackable, we numbered every image in the 

dataset. This Python script scrambled the order of images in the dataset, and labeled these images using the following 

template: “{group_name}/in/{gender}/{gender}_in_{number}.png.” 

For example the path “/3_north_punjab/in/male/male_in_8.png” describes the 8th face in the 3_north_punjab group of 

male faces, pictured below. 
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 Images were assigned an unchanging ID. Since the analyze scripts, described later, pass dataset images to the 

cloud services in order of ID, the images are sent to all services in the same order every time. This was done to decrease 

the probability of confounding factors affecting results. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sample Image in Dataset (North Punjab Region) “/3_north_punjab/in/male/male_in_8.png” 

 

Script Overview: Analyze 

 After the dataset was compiled and organized, I wrote “analyze” scripts that sent API requests to the cloud 

services from FacePlusPlus, Azure, and Google Cloud, saving the JSON responses. In simpler, non technical terms, 

these scripts submitted images in our dataset to the services offered by these companies, and saved the responses (which 

contain predictions and facial recognition data) into JSON files, described below. 

 JSON, JavaScript Object Notation, is a file format standard that uses “key-value” pairs and arrays to display 

information. JSON files are the industry standard for API requests and responses (Nurseitov and Nurzhan, 2009). Below 

is a sample JSON response from FacePlusPlus, when passed in the image file “/3_north_punjab/in/male/male_in_8.png” 

pictured to the left, truncated for convenience. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 After all “analyze” scripts have been run, every image in the 1600 image dataset has been passed to all 3 cloud 

services. The 4800 JSON responses from these services have now been saved.  

 The below JSON response, received from FacePlusPlus when given the subject in 

“/3_north_punjab/in/male/male_in_8.png,” predicted that the subject was male, with a male beauty score of 50.126 and 

female beauty score of 55.933. 
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Script Overview: Gen CSV 

 JSON responses are powerful for conveying information in an organized fashion that is easily accessible through 

scripts. However, to import data into a spreadsheet software, to generate graphs, and make inferences about the collected 

response data, CSV files are far more suitable. CSV, comma separated values, is a file format that allows for storage of 

data in a fashion similar to a table, organized by columns (Shafranovich, 2005).  

 The gen-csv scripts parse through all JSON files, generating CSV files for each of the 8 groups, male and female. 

Below is a snapshot of one of these generated CSV files, for the 3_north_punjab male group. Each row represents one 

image. The first 8 lines of the FacePlusPlus response are shown below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 Take for example, the entry on line 2, corresponding to image with id 0, in the 3_north_punjab male group. 

FacePlusPlus predicted the emotion of the subject in this image to be “surprise,” gender as “Male,” and male/female 

beauty scores as 63.854 and 68.772, respectively. 

 We have created 48 CSV files, 16 for each of the 3 cloud services being evaluated: FacePlusPlus, Microsoft 

Azure, and Google Cloud. Each of the 8 groups have 2 CSV files, corresponding to the male and female subgroups in 

each group. Each CSV file contains 100 entries/rows, corresponding to the 100 images in each subgroup. 

 

Evaluation Criteria: FacePlusPlus 

 The features chosen to be analyzed and evaluated for FacePlusPlus were predicted-gender, male beauty score, 

female beauty score, and detection accuracy. Predicted gender and beauty scores are provided by the service. Detection 

accuracy is defined as the proportion of images in the dataset, in which the API/service was able to detect the presence 

of a face. 

 Thus the CSV files generated for FacePlusPlus contain the following columns: id, predicted_gender, 

male_beauty_score, and female_beauty_score. 

 

Evaluation Criteria: Microsoft Azure 

 The features chosen to be analyzed and evaluated for Microsoft Azure were predicted-gender and detection 

accuracy. Detection accuracy is defined as the proportion of images in the dataset, in which the API/service was able to 

detect the presence of a face. 

 Thus the CSV files generated for Microsoft Azure contain the following columns: id, predicted_gender. 

 

Evaluation Criteria: Google Cloud 

 The only feature we can evaluate for Google Cloud’s Face API service is detection accuracy. Detection accuracy 

is defined as the proportion of images in the dataset, in which the API/service was able to detect the presence of a face. 

This is because, as discussed in the introduction, Google’s service doesn’t predict gender for a given image. 

 Thus the CSV files generated for Google Cloud’s Face API include the following columns: id, detected. The 

detected column contains boolean values True and False corresponding to whether Google’s service successfully 

detected a face in the given image in our dataset. 

 

Importing to Spreadsheets 

 CSV files are compact and robust, but they may be unreadable and inconvenient in comparison to the table-

styled data in spreadsheets. Our objective is to import the generated CSV files into our spreadsheet in an organized 

manner that makes sense and allows for analysis of the results through quantitative and visual analysis (graphs). 
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 We created 3 separate spreadsheets, 1 for each of the 3 services being assessed. Each spreadsheet had 9 sub-

sheets, 8 of which contain table data for each of the 8 region groups, and the final one being a summary sheet with 

graphs and tables to compare the results of the services on the 8 unique regional groups with each other. 

 

Compiling Graphical Representations 

 For FacePlusPlus, average beauty scores, gender prediction accuracy, and detection accuracy were graphed 

using bar charts for each of the 8 regional groups.  

 For instance, by graphing beauty scores for each region in a bar chart, we can compare the average beauty 

scores. Average beauty score should be equal in each region. However, if we observe certain regions with a significantly 

higher beauty score, we have reason to believe that the service is biased, favoring certain traits that are specific to a few 

regions. 

 

4.   REGION OVERVIEW : 

To understand results and identify patterns from collected data, we must understand the facial features, skin tone, 

complexion, and any other facial features that are characteristic to each region. 

1 - North Kashmir 

People in the Kashmir region have a lighter skin tone. They have minimal facial hair.  

     
 

2 - North Ladakh 

People in the Ladakh region have a slightly darker skin tone. They also wear traditional headdresses and have minimal 

facial hair.  

     
  

3 - North Punjab 

People in the Punjab region often wear colorful turbans and have heavy facial hair. Their skin tone is slightly darker 

than those in Kashmir. In certain parts, women also often wear turbans. 
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4 - Northwest Rajasthan 

People in the Rajasthan region have darker skin tones. They wear colorful turbans and have medium facial hair. 

      

5 - East Jharkhand 

People in the Jharkhand region have dark skin tones. They have minimal facial hair. 

       

6 - South Telangana 

People in the Telangana region have darker skin tones and medium facial hair. Many women wear nose rings. 

     

7 - Deepsouth Tamil Nadu 

People in the Tamil Nadu region have very dark skin tones. They have minimal facial hair. Additionally, many women 

wear vibrant gold nose-rings. 

     

8 - West Gujarat 

People in the West Gujarat region tend to have lighter skin tones. Males tend to have medium facial hair. 
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5.  RESULTS : 

Below are the compiled results of our analysis. Some vertical axes have been scaled up (by starting at nonzero numbers) 

to magnify differences between regions. 

FacePlusPlus 

 The three criteria which were studied include beauty scores, gender accuracy, and detection accuracy. 
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Microsoft Azure 

 The two criteria studied include gender accuracy and detection accuracy. 
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Google Cloud 

 The criteria studied is detection accuracy. 

 

6.  ANALYSIS: 

 Results will be discussed and analyzed for each service. Any discussed results do not imply definite claims. 

Instead, they imply observable patterns and associations made from studying the data. 

FacePlusPlus 

 The North Ladakh, East Jharkhand, Deepsouth Tamil Nadu, and West Gujrat regions had the lowest beauty 

scores across all eight regions. These regions shared a few characteristics. First, most of these regions, excluding the 
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West Gujarat region have dark skin tones. This would lead us to assume an association between darker skin tones and 

lower beauty scores. However, the South Telangana group, which had the highest average beauty score of any region, 

also had dark skin tones and the West Gujarat region had one of the lowest average beauty scores of any region, and 

light skin tones. We conclude that it is unclear whether skin tone has any effect on beauty scores determined by the 

FacePlusPlus service. However, the beauty scores are distributed unevenly, with a range of approximately 9.49. This 

brings us to a discussion of the ethical considerations of offering beauty scores as a feature. Beauty is highly subjective 

and varies by region (Brown, 2021). The existence of a global beauty score requires acknowledgement that certain 

features, that may be characteristic of a particular group, are objective traits of “beautiful” people (Bodini, 2019). 

Multiple beauty scores, for multiple regions or ethnic backgrounds, may be better fit to label beauty, as they take into 

account regional preferences that define “beauty.” For example, FacePlusPlus could give ten beauty scores, each using 

a different model which has been trained on faces from ten different regions, similar to how FacePlusPlus currently 

returns a male and female beauty score. 

 Looking at the gender detection accuracy by region graph shows a disturbing pattern. On average, 

FacePlusPlus’s service is much more likely to label a male’s gender correctly, than for a female. Take for example the 

East Jharkhand region, where male gender detection accuracy is ~40 percentage points higher than female gender 

detection accuracy. In other regions however, such as the North Kashmir region, the male gender detection accuracy is 

~10 percentage points higher than the female gender detection accuracy, a much smaller gap.  

 Finally, analyzing facial detection accuracy (whether the service was able to find a face in the provided images), 

we see one group stand out for their low accuracy percentages: males of the North Punjab region. The North Punjab 

male group is characterized by thick facial hair and large turbans. This group has a detection accuracy of 82%, the lowest 

of any of the eight regions studied. To emphasize this, North Kashmir males have a detection accuracy of 98% and 

North Kashmir females have a detection accuracy of 96%. Based on the lower detection accuracy observed, we 

conjecture that the FacePlusPlus service is biased against certain regions who grow out their facial hair. As for 

discrepancies across gender, there seems to be no observable pattern. For example, the Northwest Rajasthan group has 

significantly higher detection accuracy percentages for males, while in the South Telangana region, females have 

significantly higher detection accuracy. 

Microsoft Azure 

 Apart from the Northwest Rajasthan group, gender detection accuracy was consistently lower for males. 

Additionally, one group stood out with a significantly low gender accuracy percentage: males in the North Punjab region. 

Males in the North Punjab region had their gender correctly predicted just 63% of times, which is 12 percentage points 

behind the group with the next lowest gender detection accuracy, males in the East Jharkhand region whose gender was 

predicted correctly 75% of times, and a staggering 28 percentage points less than males in the Northwest Rajasthan 

region who had their gender correctly predicted 91% of times, the highest across any region and gender. Thus, extensive 

facial hair, observed in groups such as the North Punjab region, may lead to lower gender detection accuracy, when 

using Microsoft Azure’s provided service (Givens, Beveridge, Draper, Grother, and Phillips, 2004). 

 Again, apart from the Northwest Rajasthan group, facial detection accuracy was consistently lower for males. 

This time, the difference was far more noticeable. In the North Punjab region, accuracy was ~10 percentage points less 

for males. In the East Jharkhand and South Telangana regions, accuracy was ~12 and ~13 percentage points lower for 

males, respectively. The exception of the Northwest Rajasthan, in having both higher gender and face detection accuracy 

percentages for males, whereas all other regions had lower gender and face detection accuracy for males, suggests that 

Microsoft Azure’s service favors a certain attribute. The existence of this exception, though unexplained, suggests the 

need for improvement from Microsoft’s side, to improve gender and face detection accuracy for males in the South 

Asian regions studied. 

Google Cloud 

 Google Cloud performed phenomenally, and face detection accuracy was higher than 90% across every one of 

the eight regions. From the extent of our analysis, Google’s service doesn’t seem to show any bias across genders or 

regions. Scores are equally high for both genders in all eight studied regions. 

7.  CONCLUSION : 

 Each of the three studied services offers exciting features, as leading services in the facial recognition and 

computer vision markets. However, each service has its drawbacks. Through our analysis, we find patterns of bias in 

some of the features offered by these companies. 
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 FacePlusPlus offers an ambitious feature: beauty scores. However, from our analysis and as expected, the 

feature is highly opinionated. Beauty scores vary greatly by region. Although the cause of this variance can’t be 

narrowed down to a single factor, its existence proves the need for a new system that accounts for the subjective nature 

of beauty. Currently, FacePlusPlus gives two scores, male and female beauty scores, to label the beauty of a face in the 

image, if that face belonged to a male and female. Thus, a system that gives various ethnicity, nationality, or region 

based beauty scores, would be far more subjective in its attempt to quantify and label “beauty.” Through our analysis, 

we observed that males in all eight groups, on average, were more likely to be gender labeled correctly. Additionally, 

groups with heavy facial hair, such as males in the North Punjab region had the lowest facial detection accuracy. To 

improve its service, FacePlusPlus needs to address these biases. 

 Microsoft Azure showed bias by gender in both features assessed: gender detection accuracy and facial detection 

accuracy. Gender detection accuracy and facial detection accuracy were consistently lower for males. Additionally, 

groups with thick facial hair had outrageously low gender and facial detection accuracy percentages. Males in the North 

Punjab region (thick facial hair), for instance,  had their gender correctly predicted just 63% of times, a staggering 28 

percentage points less than males in the Northwest Rajasthan region (medium facial hair) who had their gender correctly 

predicted 91% of times, the highest across any region and gender. To improve its service Microsoft Azure needs to 

address these biases. 

 Finally, Google Cloud performed phenomenally, with facial detection accuracy scores higher than 90% across 

all eight regions and genders. With little additional data, more inferences and patterns can’t be made. We found no 

significant biases present in Google Cloud’s services. That being said, Google’s services didn’t offer gender detection 

like Azure or beauty scores like FacePlusPlus. 
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