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1. INTRODUCTION: 

The use of cloud technologies in the academic setting has the potential to open up new avenues for improving 

and innovating the learning process [1].It became necessary to update teaching methods in response to the rapid 

development of new technologies. In order for them to achieve success, they needed to be able to learn whenever and 

wherever they desired [11].The Cloud Computing (CC) paradigm is a cost-effective solution for providing 

computational resources as a service. CC is an on-demand computational model that provides end-users with the services 

they require [03]. The services available are delivered over the Internet and are characterized by their flexibility and 

scalability. As a result, innovative solutions must be created that can dynamically adapt to cloud elasticity. However, 

ongoing service must be ensured, as well as a high degree of performance. Furthermore, the quality of the cloud 

environment affects various network services. As a result, any network failure, such as traffic delays or connections 

breakdown, has a significant impact on the cloud's quality of service (QoS) [11].  

The application of IoT in the field of E-learning improves the efficiency of the learning process for both students 

and teachers. During the COVID-19 Pandemic, all E-learners used smart phones, desktops, laptops, and tablets etc. as 

IoT devices [01]. Learners in rural areas, on the other hand, found it difficult to benefit from the E-Learning process due 

to geographic differences and socio-economic barriers to using appropriate IoT devices with Internet facilities, as well 

as some security-related issues such as data availability on demand and in real time mode, which severely limits the 

learners' ability to stay up-to-date with their curriculum. This study presents an effective architectural framework for 

autonomous cloud computing deployment, as well as addressing some of the E-learning difficulties that arise in this 

situation [01]. 
 

2. BACKGROUND: 

Industries are opting for cloud computing services for the following reasons: 

Low Cost: One of the most compelling reasons to migrate to the cloud is the cost savings potential. With the cloud, the 

user can only pay for the programmes that they need, and a large number of applications are included for free [03]. 
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Scalability: One of the primary reasons for utilizing cloud computing is that it is measurable. Cloud computing enables 

universities, schools, and IT industries to simply scale up or scale down their IT needs as needed [03].  

Ease of access: Simply put, cloud computing is simple to set up and use. Rather than having to transfer and/or install 

software systems by the user, everything is available in the cloud. Cloud computing performance should be increased 

for exploitation [03]. 

 

Cloud-Based Learning Architecture: 

The Cloud computing design in distant learning is a technique that may be used to improve performance and 

flexibility, but this model can also be used to transform the traditional classroom into something much more dynamic 

and operational. Cloud services serve as a middleware, physical memory, and CPU in this paradigm. These units must 

be combined with a variety of versatile tools that have been developed for academic institutes, field network 

architectures, and internet-based technologies at a very low cost in order to improve information and qualifications. The 

planned model can cover a variety of advantages such as powerful computing methods and large storage capacity, high 

security and visualization, and the planned design uses extremely limited resources. Learners and practitioners will 

proceed by sending an initial request to the server, which will then manifest the user request and provide the service 

once it is acknowledged [08]. 

 
 

Fig. 1. Cloud Based Learning Architecture 

 

Virtualization:  

The term "virtualization" refers to the process of using any computer's resources to simulate the use of another 

computer's resources or even an entire computer[13].A virtualization environment that enables the design of systems 

(that is, compute power, bandwidth, and storage), as well as the development of individual virtual machines, has 

emerged as a crucial component of cloud computing environments in recent years. Because it offers a platform for 

maximizing complex information technology resources in a scaling (efficiently increasing) manner, virtualization is 

ideally suited for the delivery of services[13].At its most fundamental level, the technology behind virtualization makes 

it possible to abstract or otherwise decouple the application payload from the underlying physical resources[13]. On-

demand provisioning is a phenomena for changing or transforming physical resources into virtual or logical resources 

on user’s demand15].The traditional ways involve using a mixed environment of hardware, a multitude of administration 

tools, consistent application patching and updating, complicated workloads, and multiple software architectures[15].On 

the other hand, cloud data centers use significantly improved strategies, such as a consistent environment, standardized 
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management tools, minimum application patching and upgrading, straightforward workloads, and a single standard for 

their software architecture[15]. 

 

Challenges of Cloud Computing: 

 Cloud computing appears to be a wonderful support to the end user, but it is not without its hurdles and issues. 

The most important aspects of cloud computing are security concerns. It is extremely risky to entrust all of an 

organization's data and information to a cloud provider, as well as to execute an application at another's location. Data 

loss, phishing, and threats are all typical problems [04].During data transfer and storage, privacy and trustworthiness 

must be protected. User data including identity, operation history, and perceptive data must be obtained from the cloud 

provider because of the nature of this shared infrastructure [13]. In the absence of user administration and third-party 

access, cloud is not responsible for illegal use and retrieval. A large number of software, programs, and services are 

offered to the general public for free. This means that stealing and using floating data without identifying or 

authenticating the user is a simple and direct and quick process [13]. 

  A Cloud Service Provider (CSP) promises to supply a service but is unable to meet the customer's expectations 

due to over-utilization of capacity. Cloud computing is further hampered by Internet latency, which makes it difficult 

for Cloud Service Providers to deliver services on time. Both the cloud service provider (CSP) and the end user are in 

charge of auditing the data in a given service or application [13].The data can be replicated, shifted, and altered by the 

Cloud Service Provider [11]. As a result, clients must keep a close eye on all of these operations to ensure that the Cloud 

Service Provider does not engage in these activities outside of their jurisdiction. As a result, auditing every single bit of 

data is impractical, and deciding which data should be audited is difficult. Furthermore, the issue of co-habitation is a 

major concern [13].As the number of apps running on a node increases, the bandwidth allotted to each app decreases, 

suggesting that the average number of apps and the allocated bandwidth are inversely related. This results in the system's 

performance at risk [13]. 

 

3. MOTIVATION: 

Because e-learners are still unsure about cloud computing validity, its current acceptability is fraught with 

difficulties. The single most significant factor impeding cloud computing adoption is security concerns. The idea of 

utilizing their own CPU to run software that is stored on the hard drive of another person makes a great deal of people 

uncomfortable[16].Data loss, phishing assaults, and bonnets (which run remotely on multiple workstations) are all 

examples of well-known security weaknesses that pose significant risks to the data and software of a company. In 

addition, the multi-tenancy model of cloud computing and the use of shared computing resources have given rise to new 

security challenges, which necessitate the development of new approaches to resolve them[16]. Hackers, for instance, 

are able to design cloud environments in which they can employ bonnets to launch attacks against other computer 

systems [16]. 

 

4. OBJECTIVE: 

The purpose of this study is to investigate the hazards that are associated with cloud-based e-learning, as well 

as the service delivery techniques that are used and the definitive solutions for each attack [12]. It will be beneficial in 

the future to manage and build new techniques for safe cloud-based electronic learning. This work makes a contribution 

to the creation of an e-learning technique for the benefit of e-learners and to the achievement of 24/7 data availability in 

the cloud computing environment [12]. 

 

5. CONTRIBUTION AND PROPOSED FRAMEWORK: 

The proposed framework offers a cloud-based, self-contained architecture for securing E-Learning 

environments. This concept is designed with E-Learning consumers, Secured Layer, and third-party supplier in mind. 

To reinforce this paradigm, the hacker's techniques are also explored. The following diagram depicts a cloud-based 

model for securing an E-Learning environment [01]. 

 

E-learning environment: 

 There are a variety of ways to use e-learning, whether it's in a classroom, as part of your company's mandatory 

training, or as a full distance learning course [12]: It is now possible to employ mobile devices like smart phones and 

tablets, as well as various interactive designs, in the classroom or at work, making distance learning both exciting for 

students and practical as a delivery method for lessons. Cloud data can be accessed through the Secured layer [12]. 
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Hacker:  

A hacker is someone who notices flaws in a computer or computer network and exploits them to gain permitted 

or unauthorized access. Hacking can be done for a variety of motives, including profit, protest, or challenge. The hacker's 

attacks include the followings: 

Flooding attack: All servers in a cloud system are service-oriented. One or more servers can be used to distribute some 

of the workload if one server gets overburdened [12].Using this distribution technique, the cloud is more efficient and 

faster to implement. Service is inaccessible to legitimate users when the server receives a huge volume of illegitimate 

requests [12]. A denial of service (DoS) attack occurs when a large number of requests are sent to a server at the same 

time. Monitoring CPU, memory, and hardware utilization can reveal suspicious activity [12]. To prevent flooding 

assaults on servers, group all the servers together in a cloud environment and assign each server a specialized job, such 

as managing the file system or managing memory[12]. 

Backdoor channel attack: The backdoor channel attack is a type of passive attack that sidesteps the conventional 

authentication procedures in order to compromise the users' privacy who are using the system legitimately [12].An 

intruder gets control of the resources of the target system when a backdoor channel attack happens, and they might try 

to launch a distributed denial of service attack [12]. It is also possible to utilize it to divulge private information about 

the user you are targeting. This type of back-door channel attack directly impacts the Virtual Machine (VM) that is 

housed in a cloud computing environment, transforming it into a zombie that may then be used to conduct a DoS or 

DDoS attack[12].Anomaly-based intrusion detection strategies should be utilized in order to safeguard the system 

against assaults directed at the Hypervisor or the VM. Techniques that are based on signatures or anomalies are utilized 

in the commission of flooding and backdoor channel attacks [12]. 

VM attack: Virtualization is an important component of the cloud computing platform known as infrastructure as a 

service [12].Cloud service companies face a challenging task related to securing the virtual computers of their customers 

[12].In a platform that provides cloud services, the user is often provided with virtual resources that are paid for on a 

monthly basis. These actual needs put a limit on both the virtual and physical resources that are available[12].Because 

multiple tenants share the same resources, it is possible that multiple virtual resources will be connected to the same 

physical resources in cloud computing[12].If there is a vulnerability in the cloud platform's virtualization software's 

security protocols, then other users may be able to access the user's data [12]. 

Insider attacks: In contrast to external attackers, insiders have access to the system and may be knowledgeable with 

network architecture and system policies / procedures [12]. This gives them an advantage. It's possible that internal 

attacks aren't as well protected as they could be because so many companies are focused on defending against exterior 

threats. Cloud data has been exposed by malicious insiders working for cloud service providers [12].In addition, cloud 

computing is vulnerable to other insider risks. Rogue administrators are individuals working for cloud service providers 

who have ulterior motives [12]. 

 

3rd party provider:  

In the cloud, it is the responsibility of third-party service providers to guarantee the safety of all service 

transactions [12].Before we start using a cloud service, we need to make sure that we are familiar with the role and 

obligations of the third-party cloud provider, which are spelled out in the contract. Learners need to investigate whether 

one cloud vendor outsources work to another cloud vendor. Data from services such as Drop Box (SaaS), for instance, 

is kept in a data centre run by Amazon Web Services (IaaS). In the presented situation, a customer's privacy in the cloud 

may be compromised due to the existence of a confidential contract [12]. This danger can be avoided if the cloud 

provider takes into consideration the proposal, which includes disclosing the name of the third party and identifying the 

service it provides[12].The cloud provider's security standards and procedures should be followed by any third-party 

suppliers who access their cloud. If there is an issue, the cloud provider will only bear direct responsibility for the 

customer's data in every way possible [12]. 

 

 Autonomous system: 

  A concept which derives its inspiration from biological processes is known as autonomous computing [11].The 

goal of these types of systems is to simplify the complicated task of regulating nature's broad diversity. This is performed 

by automating the capacities for self-management. As a result, there is as little involvement from humans as possible in 

the management of large systems [11]. 

It's necessary for a system to have one or more self-properties, which in turn provide autonomic capabilities. 

Listed below are [14]: 

Self-configuration refers to the capacity of a system to autonomously conduct configurations in accordance with 

certain pre-defined high-level policies. This should be done in a manner that is as smooth as feasible [14]. 
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Self-optimization refers to the capacity of a system to continuously monitor and control the use of the resources 

it has access to in order to achieve the goal of increasing the system's performance as a whole[14]. 

Self-healing refers to the capacity of a system to autonomously recognize, diagnose, and fix any errors that 

might occur inside it[14]. 

Self-protection refers to the capacity of the system to actively recognize and defend itself against any type of 

malicious assault or cascade failure. Self-healing mechanisms don't fix these types of issues [14]. 

 

Local cloud interface manager (LCIM):  

This module is linked to local data centers to deliver services by improving data processing in cloud-based 

computing systems by performing it closer to the source of the data, i.e. the E-learning site, so that in the event of a 

transmission delay or network failure to the cloud, the request can be stored and processed at the edge and services 

delivered to the learners [17]. 

 

 

 
 

Fig. 2. Framework for an autonomous cloud computing platform for E-learners 

 

6. LIMITATIONS AND FUTURE WORK: 

The proposed framework will allow e-learners to dynamically access services in their field of study and will be 

useful in the event of system crashes, network problems, or natural disasters among other things [03].However, it has 

limitations such as machine constraints, bandwidth, cost effectiveness, and scalability because the learners are spread 

across different geographical areas with varying socio-cultural and socio-economic diversity. Future work may be 

expanded to operate and provide services in real time using current IoT technology trends [03]. 
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7. CONCLUSION: 

This research proposes a new framework for cloud computing environments. The suggested architecture 

includes SOA, autonomous computing with knowledge-based reasoning, and a cloud interface manager for the local 

cloud. Non-real-time services and crucial real-time services are the two types of services available. On the other side, 

the architecture is divided into four levels. The presentation layer provides end-users with an Internet-based interface to 

the cloud. The processing layer is made up of the autonomous manager, knowledge-based, and brokers. A network 

outage has no effect on the services that are running since the core services are run via the non-real-time services layer. 

Finally, the real-time services layer, often known as the home network (LAN), manages critical services using 

distributed autonomous control. The failure of the cloud has no impact on the rest of the system. 
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