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Abstract: The research emphasises the necessity of robust techniques to preserve the integrity of medical data,
highlighting the growing threat of data poisoning in Artificial Intelligence (Al) systems used in the healthcare
industry. Among the goals are assessing data poisoning methods as a defensive weapon, finding weaknesses, and
suggesting technical and legislative fixes. Using databases such as Scopus and Web of Science, along with
sophisticated analytical methods to identify patterns, the approach combines a qualitative and exploratory study
with a systematic literature review (2017-2025). The findings showed a 39.5% rise in publications on the subject
in 2023, stressing phishing (47%) as the major danger and data poisoning as a potential technique, along with
firewalls and cybersecurity education. The combination of Al with methods like data poisoning, backed by legal
frameworks (e.g., HIPAA, GDPR) and interdisciplinary cooperation, is seen as vital to reducing risks. All
recommendations are looking at new technologies, including blockchain, developing specific policies for Al in
healthcare, and investing in continuous training. Future lines of research should look at how effectively these
tactics perform against evolving threats and how they impact patient privacy.
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1. INTRODUCTION:

To modernize the healthcare systems and with the concern of cyber threats and attacks, most of the countries around the
world are focusing on and investing in digital health infrastructure. Digital health infrastructure refers to the integration
of digital technologies into healthcare systems. This includes different technologies such as electronic health records,
mobile health apps, wearable devices, and health information exchanges (Qurashi et al., 2025).In many cases, healthcare
organizations find it rather difficult, as conventional security policies fail to meet these advanced attacks (Dahiya et al.,
2022; May & Denecke, 2022). As the technology advances, the rapid digitisation of healthcare created more
opportunities for cyber thieves (Acuna Acuna, 2023). These problems have been further compounded by a lack of
advancement of strong security rules and an insufficiently qualified workforce that can handle such complex threats
(Carreras & Finken, 2022; Newaz et al., 2021). In this context, nowadays, protecting healthcare data is an utmost legal
and ethical need rather than just a technical one (Al Amin et al., 2023; Gupta et al., 2022). The consequences of security
breaches range from stealing patients’ information to modifying patients’ diagnosis and treatment ((Hathaliya et al.,
2022; Nemec Zlatolas et al., 2024). There is an urgent need to generate proactive cybersecurity policies. A remarkable
approach, “the use of data poisoning methods”, seems to be an inventive defensive method that has drawn attention to
mitigate the threat of cybersecurity breach (Acufa Acuiia, 2024; Guerrero—Sotelo et al., 2022).

This approach promises enhanced integrity, confidentiality, and availability of healthcare data, along with the ability to
look for current vulnerabilities (Bernstam et al., 2022; Medina-Arco et al., 2024). A recent study emphasises Al's crucial
role in reforming response to escalating threats and explores the interdependent relationship between generative Al and
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cybersecurity and their applications in healthcare, so that healthcare facilities can predict and mitigate emerging risks
by integrating Al into existing security infrastructure. The study outlined a total of five generative Al-based
cybersecurity defence mechanisms that can be used to enhance digital infrastructure security in healthcare. These five
mechanisms represent dynamic strategies that could revolutionise defensive capabilities from real-time anomaly
detection to combating zero-day exploits (Qurashi et al., 2025). Hence, this study aims to discover the potential of data
poisoning techniques to fortify the cybersecurity landscape with special reference to patient health information in the
healthcare sector. By using an integrated theoretical and empirical approach, this study provides a systematic approach
to technology, frameworks, and best practices in the domain of cybersecurity for the awareness of healthcare personnel.
Furthermore, it evaluates and addresses developing cyber hazards in the environment based on industry trends, hence
enabling the business to shift its paradigm toward a resilient strategy to the ongoing digital age cyber threats.

The following research questions were created for the development of the study. Evaluating how data poisoning
techniques can be incorporated in cybersecurity strategies in healthcare facilities to protect patient health information and
ensure the data integrity of the clinical information system. Thus, the outcome of the current study aims to offer the
required information on the use of data learning technology as an efficient tool to safeguard organisations and to be able
to create the required foundations to design a cybersecurity strategy integrated into the computer systems of health
institutions.

2. METHODOLOGY:

This study uses an integrated methodological framework that combines thorough literature analysis with a qualitative,
exploratory, cross-sectional approach. Based on theoretical ideas by Singh et al. (2024); van Leersum and Maathuis
(2025), we have investigated how data poisoning strategies could prevent and neutralize dangers, hence protecting
crucial patient health information. A thorough literature analysis with the MeSH terms “data poisoning” and “Al
preventative strategies” within the “healthcare cyber security” was done, and the relevant publications ranging from the
year 2017 to 2025 were sorted out. This selection process adheres to Munkge et al. (2022) methodological guidelines to
consolidate and critique the evolution of practices and ideas in this specialised subject. Selection criteria were to include
the studies those offering major insights on Al applications in healthcare and cybersecurity. Primary academic sources
such as Web of Science, Emerald, Scopus, Science Direct, and EBSCO host were utilized under precisely specified
search terms. This step ensures the collection of pertinent data relevant to the study.

Analysis and synthesis of data
Based on the selection criteria for searching relevant studies, the number of research articles obtained from various
databases has been summarised in the following Table 2.1. This approach allowed for the identification of important
characteristics like impact, privacy, data, discrimination, and decision-making, therefore allowing efficient information
triangulation.

Table 2.1: Matrix of contrasting findings

Database Search Criteria Articles
Web of Science, Emerald, Scopus, | "Data poisoning in healthcare" + "Al

Science Direct, EBSCOhost, and prevention strategies"+ “healthcare 160
English-language Internet Sites cybersecurity” + "articles only"

Web of Science, Emerald, Scopus,
Science Direct, EBSCOhost, and
Spanish-language Internet Sites

"Data poisoning" + "Health security"

+ "articles only" 20

The results and conclusion parts of these articles were carefully evaluated and synthesized after data centralization for
the traits and affecting elements of data poisoning in healthcare cybersecurity. This step focused on highlighting trends,
disputes, and related threats.

Incorporation of sophisticated analytical tools
In these articles, the advanced technologies were used to display and examine patterns, including graphs showing the
growing emphasis on digital health security research indexed in databases like Scopus and Web of Science.

Rationale for the qualitative method

Susanto et al. (2024) suggested the need to investigate complex settings within healthcare cybersecurity through the
qualitative approach. This method combined the multidisciplinary points of view from informatics, ethics, and health
with an in-depth analysis of defensive strategies, including data poisoning.
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Anticipated results and field contributions

Triangulation of the collected data revealed trends and possibilities, especially in methods like data poisoning,
highlighting the need to include regulatory and pedagogical approaches to strengthen technology infrastructures in
healthcare. An strong ethical and legal framework should support the adaptation of defences according to Calderén
Urriola and Argota Pérez (2023). This scientific approach greatly advances the area with evidence-based solutions to
protect sensitive data and preserve a safe clinical environment, hence offering a holistic viewpoint on trends and issues
in healthcare cybersecurity.

3. DISCUSSION & RESULTS:

The rising focus on "data poisoning" as a concept within healthcare cybersecurity underscores the necessity for
innovative defensive strategies to combat digital threats to health systems (Table 3.1). The keywords for search were
combining "data poisoning," "health," and "cybersecurity", which clearly reflects a growing demand for specialized
strategies to enhance health system defences against cyber threats. This interest is supported by the research
contributions of Al Khatib et al. (2024); Czekster et al. (2025); Snigdha et al. (2025), who identified early the
cybersecurity risks in medical environments. Studies also provide methods of enhancing cybersecurity, especially suited
for the healthcare industry (Kuo and Horn (2023); Munkee et al. (2022) .

Table 3.1: Search results of the study object

Year | Articles | Percentage
2017 |5 1.25%
2018 | 12 3.00%
2019 | 25 6.25%
2020 | 35 8.75%

2021 | 70 17.50%
2022 | 103 25.50%
2023 | 150 39.50%
2024 | 115 23.25%
2025 | 121 31.00%

Yearly data insight

Table 3.1 shows a steady rise in the number of papers concentrating on data poisoning from 2017 to 2025, showing a
strong awareness of its possible utility in safeguarding against cyber risks in healthcare. Reflecting in Table 3.2, the
even spread of literature reviews, case studies, and empirical studies points to a complete analysis of data poisoning in
healthcare cybersecurity, suggesting a careful look at current practices and new approaches to protect vital patient data.

Table 3.2: Identified scientific studies

Study type Articles | Percentage
Literature review 40 40%
Case studies 30 30%
Empirical 30 30%

Scientific literature insights in Table 3.2 show that 40% of investigations are literature reviews; case studies and
empirical studies each make up 30%. This emphasises the need to create strong regulatory systems and data quality
controls to improve security by underlining a wide approach to comprehending the application and effectiveness of data
poisoning in healthcare cybersecurity, therefore complementing the issues as highlighted by Al Khatib et al. (2024).

Development of cyberattack complexity

The paper underlines how cyber-attacks have changed from phishing to more complex methods like malware because
of their covert penetration powers (da Cruz (2025); Kuo and Horn (2023). Recently, the thorough preventative plans
have been suggested by combining technological tools such as encryption and two-factor authentication with ongoing
cybersecurity education (Munkee et al. (2022); Singh et al. (2025).
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Impact and compliance

The study shows how cyberattacks affect patient privacy and safety beyond financial loss. Following laws like the
Health Insurance Portability and Accountability Act (HIPAA) and General Data Protection Rights (GDPR) is vital as it
promotes ethical behaviour to safeguard patient rights and data integrity.

Focusing on data corruption and Al

The increasing use of Al in medicine highlights the importance of being ready for cybersecurity issues. Creating safe
medical settings calls for cooperation across many industries. The study concludes by evaluating data poisoning as a
protective measure for Al systems in healthcare, underscoring the urgent need for robust cybersecurity methodologies
in an increasingly digital health world (Balasubramanian et al. (2025); Liu et al. (2024). Table 3.3 provides an overview
of research publication growth in Al and cybersecurity, highlighting the rising concern for data security driven by
innovations in the medical field.

Table 3.3: Distribution of publications by year

Year | Number of Publications | Percentage
2009 |1 1.56%
2016 |1 1.56%
2019 |2 3.14%
2020 |1 1.56%
2021 |5 7.81%
2022 | 20 31.25%
2023 | 29 45.31%
2024 | 35 57.81%
2025 | 41 46.70%

Technology and security innovation

Table 3.4 shows the priorities of the research areas, such as data mining for security, highlighting its role in preventing
unauthorised data breaches. Moreover, it emphasises data mining's critical role in developing early warning systems to
protect patient data from unauthorized access.

Defence against various cyber threats
1. Data mining: Amer et al. (2025) and Brilhante et al. (2023) explored advanced data mining as a fundamental
aspect of warning systems that protect patient data.
2. ToT and biomedical security: El-Saleh et al. (2025) and Gomez de Agreda et al. (2021) focused on the IoT’s
crucial role in securing biomedical devices from intrusion attempts.
3. Al for cyber defence: Aditya et al. (2025) and Raja (2025) focused on Al's use to develop advanced defence
systems capable of pre-empting and neutralising cyber threats before compromising health data.

Detected data trends
Table 3.5 shows personal information and medical records as the primary data types extracted in cyberattacks,

highlighting the urgent need to protect these crucial assets.

Table 3.5: Most extracted data in cyberattacks on the health sector

Type of data Percentage
Personal information 42%
Medical records 37%
Insurance information | 19%
Payment data 15%

Research scope

The literature highlights data poisoning as a crucial defensive strategy against health information theft. According to
Pawlicka et al. (2021), multidisciplinary collaboration is essential for a holistic approach to healthcare cybersecurity,
integrating medical, technical, and information security insights to construct effective defences against cyber threats.
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Table 3.4: Panorama of technological innovation in digital health

Topics Importance
Data mining Medium
Internet of Things (IoT) for biomedical | Medium
products

Cybersecurity in health High

Al in health High
Legislative harmonization Medium
Machine learning Low
Detection of phishing attacks Low
Detection of SQL injections Low

Al for smart cities Medium
Adversarial attacks against Al Medium

Defence approaches in healthcare

Table 3.6 outlines common defence strategies like data poisoning and education initiatives fundamental to
comprehensive digital defence, emphasizing a multidimensional approach to cybersecurity in healthcare, as advocated
by influential cyber experts (Health—Americas, 2024).

Table 3.6: Main defences against cyberattacks in healthcare centers

Defense Strategy Description Examples of Tools

Data Poisoning Inserting false data to confuse attackers Synthetic data sets

Web Application Monitoring and filtering the HyperText Transfer Protocol | ModSecurity, Cloudflare

Firewalls (WAF) (HTTP) traffic between a web application and the Internet

Antivirus programs Detecting and removing malware from computers and Norton, McAfee
networks

eXtended Detection Unified security monitoring and incident response across | Cisco SecureX, Palo Alto

and Response (XDR) | all security layers Networks

Cybersecurity Training staff on best practices and threat awareness Online courses,

education workshops

Common cyberattack techniques
According to Table 3.7, phishing holds a 47% frequency in attacks, urging urgent implementation of improved security
measures and staff training to combat emerging threats.

Table 3.7: Common tools used in cyberattacks on the health sector

Type of attack Frequency (%) |
Phishing 47%
Malware 36%

Interception (MitM) | 13%
Social Engineering 16%

Essentially, this paper offers a methodical framework for healthcare cybersecurity emphasizing the combination of data
poisoning and Al as clear solutions to thoroughly fight and reduce digital risks, supported by practical data and academic
agreement.

The fast digitalization of the healthcare industry calls for implementing more complex and focused approaches to
prevent cyberattacks, hence surpassing conventional security measures (Kuo and Horn (2023). Pawlicka et al. (2021)
underlined the need to include sophisticated techniques like data poisoning, which seeks to confuse attackers and protect
critical patient data efficiently. This paper underlines the pressing need to improve threat detection capacity and apply
strong mitigation plans. These include the development of creative technologies and the implementation of a
comprehensive regulatory system, especially meant for the use of Al in the medical sector.

This study underlines the need to develop and use innovative technologies to provide a consistent and safe treatment
environment, also supported by Bernstam et al. (2022) and Medina-Arco et al. (2024). Highlighting this as a crucial
barrier against hostile assaults, a strong digital infrastructure preserves the integrity of healthcare information systems.
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This perspective meets the need to use appropriate security policies to govern the problems brought on by the
combination of Al and healthcare services.

Data poisoning is one technique that not only increases confidence in the security of medical data but also helps prevent
identity theft and illegal data extraction. The report advocates building a better clinical environment using present
cybersecurity technology, like improved threat detection systems and thorough regulatory frameworks meant for Al in
healthcare. By adopting such a consistent strategy, the healthcare industry will be able to preserve confidence and
security in clinical data management and reinforce its defenses against always-changing cyber threats.

4. CONCLUSION:

This research emphasizes the growing relevance and use of data poisoning as a basic preventative tool in health
information system cybersecurity. Apart from changing conventional medical practices, the healthcare industry's
growing usage of Al is enhancing security measures, thereby requiring the creation and use of sophisticated
technologies, including data poisoning. Also, data poisoning is significant as a preventive action to protect healthcare
information systems. Apart from changing traditional medical procedures, the healthcare industry's growing usage of
Al is greatly enhancing cybersecurity measures. Data poisoning is a proactive and effective strategy needed to protect
the confidentiality and integrity of patient data when used appropriately in Al systems. This creative concept drives
intentional data insertion in reaction to perceived hostile behaviour. Increasing the price to assailants under this idea
acts as a deterrent and helps to stop the illegal gathering of vital information.

A comprehensive strategy and multidisciplinary cooperation with Al specialists, cybersecurity authorities, and medical
professionals will thus ensure the effective execution of data poisoning. This constructive collaboration ensures the
quality of patient treatment and does not compromise the operational efficiency of healthcare systems. Healthcare
businesses also must budget to raise the knowledge and management of present and future cyber threats using staff
members' ongoing professional development. Understanding patient information security needs drives regular upgrades
and a comprehensive knowledge of security rules, including data poisoning.

Ultimately, data poisoning is a significant evolution in safeguarding healthcare information systems against many
assaults. This strategy might enable the healthcare sector to be more resistant to attacks, hence ensuring the protection
of patient data and enhancing the overall resilience of the healthcare. Given a culture where digital technologies are
quickly changing healthcare, security policies must always be updated and adjusted to balance the sophisticated cyber
risks of our day, including data poisoning.
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